B GUILDFORD

4-16 PRIVACY NOTICE

This notice is intended to provide information about how the School will usc or “process” personal
data abour individuals including current, past and prospective pupils and their parcnts, carcrs or
guardians, and host familics (referred to in this notice as “parents™).

RESPONSIBILITY FOR DATA PROTECTION

The data controller for personal information held by Guildford High School is United Church
Schools Trust (UCST). UCST is registered with the Informarion Commissioner’s Office (ICO).
The registration number is Z533407X.

The Dara Protection Officer, Alison Hussain, is responsible for cnsuring that UCST complics with
the UK GDPR. She can be contacted on company.scerctary@unitedlearning.org.uk or 01832
86G4538.

Guildford High School is responsible for ensuring that the School complics with UCSTs policics
and procedurcs in relation to Data Protection. The person to contact is Rosana Vilaplana, MIS
Manager, who can be contacted on 01483 561440 or via cmail

rosana.vilaplana@guildfordhigh.co.uk

THE PURPOSES FOR WHICH WE PROCESS PUPIL AND PARENT PERSONAL
DATA

Guildford High School and United Church Schools Trust collect, create and hold personal
information relating to our pupils and may also reccive information about them from their previous
school, local authority and/or the Department for Education (DfE). We also colleer and hold
personal information about our pupil’s parents and carcrs.

We usc this personal darta to:

e Provide cducation scrvices (including SEN), carcer scrvices and cxtra-curricular activitics to

pupils; and to monitor pupils’ progress and cducational needs;

e To safcguard pupils’ welfarc and provide appropriate pastoral (and where necessary, medical)

carc.
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e To cnable pupils to take part in national or other assessments, and to publish the resules of

public examinations or other achicvements of pupils at the school.

® To maintain rclationships with alumni and the school community through an annual Alumni
magasine, termly school newsleteers, cmail communication, social media and nerworking sites

‘Ellld Ol'gﬂlliSCd SChOOl cvents.

e For the purposcs of management planning and forccasting, rescarch and statistical analysis

and to cnable UCST to monitor the School’s performance.

e To monitor usc of the School’s IT systcms in accordance with the school’s acceptable usc

policy.

e To receive information about current and prospective pupils from any cducational institution
that they attended, including academic records, references and information relating to

outstanding fCCS or paymcnt l]iStOl'}?.

e Forthe purposcs of pupil sclection and to confirm the idcnriry of prospective pupﬂs and their
parcnts.

e To make usc of photographic images and vidcos of pupils in school marketing (printed, online
and offline) in accordance with the Child Protccrion and Safcguarding Policy on taking,
storing and using images of children.

e To raisc invoices and proccss payments in accordance with the school’s terms and conditions.

e Forsccurity purposcs, and for regulatory and legal purposcs (for example child protection and

health and safety) and to comply with its legal obligations.
e To receive reports from any external bodics who may be working with your child.

e Where otherwisc rcasonably nccessary for the school’s purposcs, including to obrain

appropriatc professional advice and insurance for the School.

e To comply with our obligation as a UK Visas and Immigration Licenced Sponsor to ensure

that cvery pupil has permission to be in the UK.

e To keep you updated about the activitics of the school including by sending updates and
newsletrers by email and post.

e To organisc trips and visits both in the UK and abroad.
e The school will usc this information to decide what level of bursary, if any, will be awarded.

e To determine the ourcome of bursary applications.
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THE CATEGORIES OF PERSONAL DATA THAT WE PROCESS

The types of personal data processed by the school will include:

° Namcs, addrcsscs, tClCPhOHC llLllan['S, cmail addrcsscs and Ol’hCl’ contact dCl’ﬂﬂS.

® Acadcmic records and nadonal curriculum asscssment resules, including cxamination scripts
and marks.

e Arrendance informatdon, bchavioural records, any cxclusion information.
e Child protection records (where applicable).

e Rcferences given or received by the school about pupils and information provided by previous

cducarional cstablishments and/or other profcssionals or organisations Workjng with pupils
e Where pupils go after rhcy lcave the school.

e For pupils cnrolling, the Learning Records Service will give us the unique learner number
(ULN) and may also give us details about your learning or qualifications.

e Images captured by the School’s CCTV system, (refer to policy 4-18 CCTV), in accordance
with the Child Protection and Safeguarding Policy on taking, storing and using images of
children.

e Fcc payers’ bank derails.

e Passport and visa details (where applicable) or other evidence of the pupil’s right to live in the
UK.

e In the casc of bursary applications, we will carry our an asscssment internally.

e DPersonal characteristics such as your cthnic group, any special educational needs you may have

and any rclevant medical information.

e Images and vidcos captured around school and at school events and trips by school staff and
cxternal photography agencics for marketing department use in accordance with the Child
Protection and Safeguarding Policy on rtaking, storing and using images of children.

THE LEGAL BASIS FOR THE PROCESSING OF PUPIL AND PARENT DATA

The legal basis for processing the personal dara listed in points 1-11 above arc:

. To cnable us to fulfil the terms of our contract with you.
. To comply with our legal obligations
. Where the processing is necessary for the purposes of UCST’s legitimare interests.

Information rclating to racial or cthnic origin, rcligious belicfs or health (point 12) will only be
processed with the explicit consent of the pupil or the pupil’s parents. Further information regarding

the purposcs for which thesc data would be processed will be provided with the data collection form.
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DATA RETENTION PERIODS

The pupil’s cducational record will move with the pupil to their nexe school. Where the School is the
last school that the pupil attends the records will be kept until the pupil is 25 years old.

Admissions information, including visitor mornings, enquirics and entry and registration dara will be
rctained for as long as the child is of school age.

Information rclating to financial transactions will be kept for 7 years.
For turther information on how long we keep personal data for please refer to our UL Records
Management and Retention Policy.

DATA SECURITY

GHS has in place technical and organisational measures that ensure a level of sceurity appropriate to
the sensitive naturc of the personal dara that we process. For further information regarding how we
keep personal data sccurc please refer to our UL Sccurity of Personal Data Policy and our UL

Informartion Sccuriry Policy.

DATA PROCESSORS

We usc third party dara processors to provide us with a management information system, accounts
software, cloud storage scrvices, apps and softwarc for use in the classroom and to facilitate the sccure
transfer of data between the school and central office. This usc of dara processors will only rake place
if is in compliance with the UK GDPR.

Decisions on whether we contract with these third party processors arc subject to a robust approval
process and arc based on a detailed assessment of the purpose for which the data processing is required,
the level and sensitivity of data involved and the arrangements in place to store and handle the data.
To be granted access to pupil level data, data processors must comply with strict terms and conditions
covering the confidentiality and handling of dara, sccurity arrangements and rerention and usc of the
data.

For the list of processors that we share data with, pleasc refer to the Appendix- List of third party

Proccssors.

SHARING DATA WITH THIRD PARTIES (OTHER DATA CONTROLLERS)

We may sharc data with the following recipicnts:
Kceping in touch and supporting the School

Our Alumni community has a voluntary onc off lifctime membership fee collected when your daughrer

joins the senior school.
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We would like to sharc pupil and parcent personal dara with our Alumni community. We will only do
so if you have signed the appropriate consent form. Derails of how the Alumni use your personal dara

arc given on the consent form. Consent may be withdrawn at any time by writing to:

Alumni ‘ alumni@guildfordhigh.co.uk

Our parents’ association, The Friends of Guildford High School, has a voluntary annual subscription
to become a member of FoGHS. The consent to collect this annual membership fec is obtained when

your daughrer first joins the school and this consent can be withdrawn ar any time by writing to:

‘ FoGHS Chair ‘ FoGHS@guildfordhigh.co.uk

Carcers Guidance — we usc the following scrvices in our carcers department:

https://www.morrisby.com Option opportunity for all Year 10 to take the
Morrisby profile
https://www.ucas.com/ Ycar 13 University applications
REFERENCES

We will provide references and information regarding outstanding fees and payment history to any
other cducational institution that the pupil proposcs to attend. We will provide references to porential

cmployers of past pupils.

SCHOOL INSPECTIONS

On request we will share academic records with inspectors from the Independent Schools Inspectorate

(ISD) and Ofsted.

REDWOOD COLLECTIONS

When fees arc unpaid we may sharc your contact details and fec payment history with Redwood
Collections, our debr collection agency. We will write to you to inform you that we may do this prior

to taking such action.

UK VISAS AND IMMIGRATION

UCST is a Ticr 4 Immigration Sponsor. As such we may be required from time to time to share
5 P } q
personal data with UK Visas and Immigration, when they carry ourt sponsor inspections or when they

nced to assess an individual’s immigration status.
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DEPARTMENT FOR EDUCATION

We arc required, by law, to pass somc information about our pupils to the Department for Education
(DfE). This informartion will, in turn, then be made available for use by the Local Authoriry.

DfE may also sharc pupil level personal dara that we supply to them, with chird partics. This will only
take place where legislation allows it to do so and it is in compliance with the UK GDPR.

Dccisions on whether DfE relcascs this personal data to third partics arc subject to a robust approval
process and arc bascd on a detailed assessment of who is requesting the data, the purposc for which it
is required, the level and sensitivity of data requested and the arrangements in place to storc and handle
the data. To be granted access to pupil level dara, requestors must comply with strict terms and
conditions covering the conf'idc:mi:{lir}r and handling of data, sccurity arrangements and retention and

usc of the dara.

For morc information on how this sharing proccess works, pleasc visit:

https:wa.gov.ukfguidancchlarional—pupﬂ—databasc—apphf—for—a—data—cxtract

For information on which third parry organisations (and for which projcct) pupil level dara has been

provided to, pleasc visit: https:wa.gov.uk/govcmmcntfpublicationsfnarional—pupﬂ—databasc—

requces ES—[’CCCiVCCl

If you nced more information abour how our local authority and/or DIE collect and usc your

informarion, pleasc visit:

. Our local authority at https://www.surreyce.gov.uk/vour-council/accessing-information-

that-we-hold or

. The DEE website at https://www.gov.uk/data-protection-how-we-collect-and-share-rescarch-
data

We will not give information abour our pupils to any other third partics without your consent unless

the law and our policics allow us to do so.

RIGHTS OF THE DATA SUBJECT

Data protection legislation gives individuals certain rights which arc detailed below.  If you wish to
cxcreisc these rights please contact Rosana Vilaplana, Databasc Manager, via cmail

rosana.vilaplanagguildfordhigh.co.uk or on 01483 561440.

RIGHT OF ACCESS TO PERSONAL DATA “SUBJECT ACCESS REQUEST”

You have the right to access the personal data that the school holds about you. Requests need to be
madc in writing. If your child is over the age of 12 they will also need to sign the request. We take
the sccurity of personal dara scriously, so we may ask you for proof of identity to verify that you arc

cntitled to the information requested.
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RIGHT TO WITHDRAW CONSENT

Where we have obtained your consent to specific processing activitics you may withdraw this consent

at any rime.

RIGHT TO RECTIFICATION

You have the right to have the personal data that we hold about you rectified if it is inaccurate or

incomplere. We will respond to such requests within one month.

RIGHT TO ERASURE

YOL[ 1111\’(3 L'hC ['ighl' o havc PCISOH&I data crascd in ccrain SpCCiﬁC circumstrances. If you lllﬂkC SL]Ch a

request, we will consider whether the righe to crasurce applics and give you a full and reasoned response.

RIGHT TO RESTRICT PROCESSING

In certain circumstances you have the right to request that we restrict the processing of your personal
data. If you make such a request, we will consider whether the right to restrict processing applics and

give you a full and rcasoned response.

For further information regarding these rights please refer to the Group’s rights of the dara subjecr
policy.

If you disagree with a decision that we have taken regarding the processing of your personal data please

conract the Dara Protection Officer, Alison Hussain, on company.sccretary. @unircdlcaming.org.u or
01832 864538.

You also have the right to lodge a complaint with the information Commissioncrs Office on 0303 123
1113 or https://ico.org.uk/for-the-public/

Version number: 1.0 Target Audicnee Staff/Parent/Pupils
Datc issucd: May 2018 Reason for version change: | GDPR
Scheduled review: Scptember Name of owner/ author: Duncan Pecl

2023
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APPENDIX — LIST OF THIRD PARTY PROCESSORS

DATA PROCESSORS

We usc third party dara processors to provide us with a management information system, accounts
software, cloud storage scrvices, apps and softwarc for usc in the classroom and to facilitate the sceurc
transfer of data between the school and central office. This usc of data processors will only take place

if is in compliance with the UK GDPR.

Dccisions on whether we contract with these third party processors arc subject to a robust approval
process and arc based on a derailed assessment of the purposc for which the data processing is required,
the level and scensitivity of darta involved and the arrangements in place to store and handle the data.
To be granted access to pupil level data, data processors must comply with strict terms and conditions
covering the confidentiality and handling of data, sccurity arrangements and rerention and usc of the
data.

LiSl’ Of 31(1 parry PIOCCSSOI’SZ

MIS System [SAMS

Cloud Storage Office 365 — OncDrive
Softwarc Providers Accessit

Adobe Creative Suite
Canva

Ciqua

Clarion Call
ClickView
Coacha
Doodlemaths
Edmondo

cPraisc
LightSpeed
myHomework
MySchoolPortal
Planct Bofa
Podium Analytics
SchoolCloud
SchoolPost
SOCS

SORA by Overdrive Education — Online Library
Trybooking

iPad Provider Albion Computers

Data Sharing tools Wondc

Onlinc and School (GL Asscssmicnr;
Asscssments CEM

Rising Stars
Exam Boards Edcxcel
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AQA

OCR

CIE

WIEC
Capita STA

Markcting

(sidden Place (printers)
Eaglc Print Limited
Faccbook

LinkedIn

YouTube

Dan Cook Photography
Prec-a-Portrait

Mzuri Design

The Web Kitchen (school websitc)
(Twitter

[nstagram

Greenvelope
Mailchimp

Admissions

OpcnApply
IAXA PPP Healthcare Scheme™

Accounts

Stripe
Barclays
Redwood Collections

Marsh Limited™
FocalPoint

HR

MHR - iTrent (From April 2021)

Other

[SI

UK Visas and Immigration
Department for Education

Surrcy County Council

Edurio

Royal Grammar School — Guildford
University College London

Trips, Activitics and

Compctitions

British Rowing

London Youth Rowing
Duke of Edinburgh
Halsbury

Ritangle

[CE Cityzen competition
WWW, jsinsurancc.co.uk

[T

Airwatch

Apple Classroom
CISCO Mecraki
Fortinct
[nVentry

Jamf

Microsoft Intunc

Salamander
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GHS APP CATALOGUE AND EDUCATIONAL WEBSITES

Pleasc always check with the IT department for the latest list of available Apps.

e 1-5 Aural Trainer

e 3D Brain
e 3D Shapes
o Sfit

e Academia
e Acrobat

e ActionGraphing

e Adobe Draw

e Adobe Sketch

o All4

e Amazon

e Amazon Alexa

e Amazon Music

e Amazon Prime Video

e Anchor

e Angle Meter

e AnkiApp

e App Name

e Around the Clock
o Atlas

e Atlas Geo

e Audible

e Audio Toolbox
e Authenticator
e AutoCAD

e Avid Scorch

e BaiBoard 3

e Bamboo Paper
e BBC iPlayer

e BBC Mundo
e BBC News

e BBC Sounds
e BBC Sport

e BBC Weather
e Bee-Bot

e Beginners

e Bit Breaker

e Book Creator
e Brainscape

e Brilliant

e Brushes Redux
e BT Sport
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Business
Calculator%o
Calm Harm
CC

Chante France
Chess
Chrome
ClappingMusic
ClassDojo
Classic
Classkick
Classlist
ClassPad
Classroom
ClickView
Colorimeter
Comic Life 3
CommonsVotes
Connect
Decibel X
Decide Now!
Desmos

Dice Roll
Dictionary
DisasterAlert
Disney+
DMX Calc
Docs
DocScan HD
DofE

Doodle
DoodleMaths
DoodleTables
Draw It!
Drive
Duolingo

dv Prompter
DW

Dynamic Reader

EarthViewer
Economist

Ecosia
Edmodo

Edmodo: Your Online Classroom

EL PAIS
Elementary

United Learning
The best in everyone”

DEP/RVA Teb 2023



e FElevate

e cpraise

e Epson iPrint
e Evernote

e Excel

e Explain EDU
e Explorer

e f Generator
e Facebook

e Factbook

e File Organizer
e Firefly

e First News

e Fitbit

e Flashnote

e Flipgrid

e Football

e Forest

e forScore

e Fractions

e Freshdesk

e FrogSnap

e FT

e (GarageBand

e Genius Scan

e Genius Scan - PDF Scanner

e Geoboard

e Geometry

e GeoQuiz

e (Gmail

e Go

e Go Speak UP!
e Gojimo

e Goldsmiths

e GoodNotes

e Google Calendar
e Google Earth

e Google Maps

e Google Photos

e GoPro Quik

e Grammarly

e Graphing Calc

e (Grid Diary Classic
e Groups

e Guardian Editions
e Headspace
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HomeCourt
Hopscotch

Hub

Hudl Technique
ibisPaint X
iDoceo

iGeology
iMotion

iMovie
Instagram
Intermediate
iPlayer Radio

1Q Globe
iReport App
1Student App
iTeacher App
iTunes U

ITV Hub
iWriteMusic SE
Junior Search
Kahoot!

Keynote

Khan Academy
Kids World Atlas
Kindle

Le Journal

LEE Swatch
LEO

LExpress
Lightbot Hour
linelearnerlite
LinkedIn

Logic Games
Loopideo
Loopideo - Loop Videos
LX Handbook
LyricsTraining
Mathigon
MediBang Paint
Memrise
micro:bit
Microsoft Authenticator
Microsoft Excel
Microsoft Lens
Microsoft OneDrive
Microsoft OneNote

United Learning
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e Microsoft Outlook

e Microsoft PowerPoint
e Microsoft SharePoint
e Microsoft Whiteboard
e Microsoft Word

e Mindomo

e Miro

e Music Tutor

e My5

e MyCirqa

e MyFrog

e myHomework
e mySoil

e myTuner Radio
e NATS AE

e Netflix

e New Scientist

e News In Slow French
e News in Slow Spanish Latino
e NG International

e Notability

e Notion

e Nova Elements

e Number Line

e Number Pieces

e Number Rack

e NumberFrames

e Numbers

e Oculus
e Office Lens
e One Bible

e One Track Mind
e OneDrive

e OneNote

e Orchestra

e Oscilloscope

e OU Anywhere

e Outlook
e Padlet
e Pages

e Pandarow

e Pattern Shapes
e Peak

e Peloton

e PerfectDay

e Periodic Table
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e Perkbox

e Piascore

e PicCollage

e PicCollage Grid & Photo Editor
e PictureThis

e Pieces Basic
e Pinterest

e Play Music

e Playgrounds
e Podbean

e POETRY

e Popplet Lite

e PowerPoint

e PP Stories

e Prezi Viewer
e Prime Video
e Procreate

e Programming
e PS Express

e PuppetPals HD
e PureFlow

e (QLab Remote
e QR Reader

¢ QR Scanner

e (QuakeFeed

e QuickVoice

e  Quizizz
e Quizlet
e Qu-Pad

e Radio Spanish FM AM - Live Radios Stations Online
e RBdigital

e Reading Realm

e Recorder+

e Relay Smart Agent
e Researcher

e Ronin

e RTP Play

e RTVE alacarta

e RTVE Noticias

e Rummikub

e Seneca

e Science Zone

e ScratchlJr

e Seismograph

e Seismometer

e Shapr3D
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SharePoint
Sheets
Showbie
SimpleMind
Sir Linkalot
Sketches
SketchUp
Skitch

Sky Go
Skype

Skype for iPad
SloPro

Sock Puppets
Socrative
SoundCloud
Spanish dict
SpanishDict
Spark Video
Sparkjar
SPARKvue
Speechify
Spotify
SprintTimer
Stave'n'Tabs
Stellarium
Sticky

Stop Motion
Stream
Sumaze!
Sumaze?
Sumdog
Survey123
SurveyMonkey
Sworkit Kids
Symmetry Lab
Tagesschau
Tap Roulette
Tape
Tapestry
Teachers.io
Teams
Technique
TED

The Calculator

The German Quiz Challenge

The Guardian
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The Telegraph
The Times
ThingLink
Timeline
Times Tables Rock Stars
Timetable
Tinkercad

To Do
Translate
Trinket
Tripadvisor
Twitter
Tynker

UK

V-8HD Remote
Vevox

Vevox App
Video Physics
Virtuali-tee
Vocab Lab
Voice Record 7
Volcanoes & Earthquakes
WeatherBug
Web

Whereby
Whiteboard
Wikipedia
Wonder

Word
wordreference
World
X32-Mix

Xylo

Yatzy HD
Yoga Studio
You Doodle+
YouTube

7. Monitor

Z Remote
ZDFmediathek
Zoom
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